STOCHASTIC NETWORK
INTERDICTION

former cases, ‘‘we’’ may be the follower, that
is, we operate the infrastructure. And, in this
setting, we seek to understand our system’s
vulnerability to attack by formulating an
interdiction model so that we may thwart
such an attack. Alternatively, we may seek
to disrupt operation of an adversary’s critical
infrastructure, and so we may be the leader.
Indeed, in the latter set of examples, we
are the leader, seeking to interdict such an
adversary.
Several fundamental ideas in optimization modeling and algorithms come to the
fore in this article. Our core interdiction
problem is naturally formulated as a nested
‘‘max–min’’ model with the outer decision
variables being discrete and the inner minimization being a linear program. Such a
model cannot be solved by standard optimization software. That said, fixing the variables of the outer maximization, and taking
the dual of the inner linear program (LP)
leads to a nonnested mixed-integer program
(MIP), which can be solved by standard software. We find it appealing that duality plays
such an integral role in simply formulating a tractable optimization model. We also
describe an interdiction model where direct
application of this idea fails to yield a linear MIP. Here, we instead achieve a linear
MIP by using an exact-penalty reformulation
of the inner LP. We develop special-purpose
Benders’ decomposition algorithms for the
interdiction models we consider. The network
nature of our problems leads to particularly
transparent master programs, that is, models that can be written down immediately
as being obviously correct formulations. This
basic decomposition algorithm is enhanced
by valid inequalities that use a simple logical
construct, that is, the inequalities condition
on whether the leader interdicts at least one
arc on paths attractive to the follower.
The section titled ‘‘Deterministic ShortestPath Network Interdiction’’ relies heavily
on Israeli and Wood [9], and describes
deterministic interdiction of a shortest path
model in which the follower’s source (s)
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INTRODUCTION
A prototypical interdiction model involves
two adversaries, a leader and a follower. In
this article, we begin by illustrating ideas
through a shortest-path network interdiction
model, where the follower seeks a shortest
path in a directed network. Before the follower does so, the leader can first lengthen
(interdict) some of the arcs in the network,
under limited resources, to maximize the
length of the follower’s shortest path. We
begin with deterministic shortest-path interdiction before turning to the stochastic case.
This serves to set ideas and notation in a
simpler setting. More importantly, it allows
us to distinguish formulation techniques and
algorithmic tools that work well in both settings from those specific to the deterministic
case. With the same motivation, we also consider deterministic and stochastic models for
interdicting a maximum-reliability path.
We focus on the interdiction of shortestpath, and maximum-reliability-path, networks for concreteness, but these should
be viewed as proxies for a more general
model of operations. For example, instead
of a shortest-path problem, the operations
problem can involve critical infrastructure
such as a municipal water system [1], a communications network [2], an electric power
system [3,4], or a petroleum reserve [5].
Alternatively, the operations problem can
involve transport of illicit nuclear material,
or a weapon, across a transportation network
[6,7] or can involve a rogue country’s program
to build a first nuclear weapon [8]. In the
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and terminus (t) are known to the leader.
The section titled ‘‘Stochastic Shortest-Path
Network Interdiction’’ generalizes this to the
case where the follower’s s-t pair is known
to the leader only through a probability distribution. The sections titled ‘‘Interdicting a
Maximum-Reliability Path: Known s-t Pair’’
and ‘‘Interdicting a Maximum-Reliability
Path: Stochastic s-t Pair’’ consider a variant
in which the leader minimizes the follower’s
maximum-reliability path, first with a
certain s-t pair and then with a stochastic s-t
pair. The former is shown to be captured by
the model of the section titled ‘‘Deterministic
Shortest-Path Network Interdiction,’’ but
the latter requires another approach. The
last section summarizes.
To avoid excessive problem development
with diminishing returns on modeling and
algorithmic insights, in this article, we
restrict attention to four related interdiction problems on shortest-path and
maximum-reliability networks. However,
before proceeding, we point to work on
interdiction of another classic network-flow
problem, a maximum-flow network. Deterministic maximum-flow network interdiction
is studied by Phillips [10] and Wood [11].
In stochastic maximum-flow interdiction,
both arc capacities and the success of interdiction attempts can be random. The leader
can (attempt to) reduce the capacity of a
subset of arcs, possibly to zero. The follower
maximizes flow in the residual network, realizing the arc capacities. The leader’s goal is to
minimize the expected value of the resulting
maximum flow. Both Cormican et al. [12]
and Janjarassuk and Linderoth [13] consider
interdiction of a stochastic maximum-flow
network in which the sample space is
large—even infinite, because, for example,
arc capacities are continuous random variables. Cormican et al. use deterministically
valid upper and lower bounds on the optimal
value, that is, on the minimal value of the
expected maximum flow. These bounds are
defined on a partition of the sample space,
which is iteratively refined, tightening the
bounds. Janjarassuk and Linderoth instead
form upper and lower bounds on the optimal
value using Monte Carlo sampling. While it
is beyond the scope of this article, these types

of bounds can also be used in the stochastic
network interdiction problems that we
consider here when the sample space is large.
DETERMINISTIC SHORTEST-PATH NETWORK
INTERDICTION
Formulation and Reformulation
In our shortest-path interdiction model, the
timing of the decisions and the information available to the two adversaries are
as follows. The adversaries agree on the
network topology G(N, A), the follower’s
source, s ∈ N, and terminus, t ∈ N, and they
further agree on the network’s arc lengths.
The leader knows the mechanism by which
the follower selects an s-t path, that is,
that the follower selects a shortest path.
Decisions are made sequentially. The leader
first lengthens some subset of the network’s
arcs. The follower then selects a shortest s-t
path, knowing which arcs were lengthened.
The leader’s goal is to maximize the length
of the follower’s shortest path. We formulate
the deterministic shortest-path network
interdiction model as follows:
Network and sets:
G(N, A) = directed network with nodes N
and arcs A
FS(i) = set of arcs leaving node i
RS(i) = set of arcs entering node i
Data:
R = resource matrix limiting interdiction
decisions
r = resource vector limiting interdiction
decisions
cij = original length of arc (i, j) ∈ A; cij > 0
dij = additional length if arc (i, j) ∈ A is
interdicted; dij > 0
Leader’s decision variables:
xij = 1 if arc (i, j) ∈ A is lengthened and 0
otherwise

Follower’s decision variables:
yij = 1 if arc (i, j) ∈ A is traversed in
follower’s shortest path and 0 otherwise
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Deterministic Shortest-Path Interdiction
Formulation:
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where X = {x : Rx ≤ r, x ∈ {0, 1}|A| }. Here, x
and y denote the |A|-dimensional binary vectors with respective components xij and yij ,
(i, j) ∈ A. We assume that G has an s-t path.
The set X can, for example, simply constrain
the number of arcs the leader can lengthen by
setting R = (1, 1, . . . , 1), x ∈ X can represent
multiple knapsack constraints across different interdiction resources, and/or X can incorporate more general constraints. The leader
may be precluded from interdicting certain
arcs by the choice of R and r, and X can also
include logical inequalities to exclude nonoptimal combinations of interdictions [14].
With x ∈ X fixed, the inner optimization
problem in model (1) is simply the follower’s
shortest-path problem, formulated as a
minimum-cost flow model with one unit of
flow originating at s and terminating at t.
Arc (i, j) has length cij if xij = 0 and cij + dij if
xij = 1.
Owing to its max–min structure, model
(1) does not lend itself to direct solution by
a general purpose solver for MIPs. However,
the inner problem is an LP and so we can
(i) fix x ∈ X, (ii) take the dual of the inner LP,
and (iii) release x. With −πi , i ∈ N, denoting
the dual variables associated with the flowbalance constraints of model (1), doing so
leads to the following MIP:
z∗ = max πt
x,π

s.t. x ∈ X

(2a)
(2b)

πj − πi − dij xij ≤ cij , (i, j) ∈ A (2c)
πs = 0.

(2d)

When x is fixed we have the dual of
a shortest-path problem, with πi , i ∈ N,
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denoting the length of the shortest path from
s to i, here with arc lengths in the interdicted
network as dictated by x. Constraint (2c),
coupled with maximization of the objective
function, captures Bellman’s equations for
the shortest-path problem
πj = min {πi + (cij + dij xij )}∀j ∈ N.
i∈RS(j)

Having expressed our model as a single, nonnested, optimization problem, we can
attempt to solve model (2) using a branchand-bound algorithm for general MIPs. This
approach may succeed, and if so, is arguably
the simplest way to solve model (1). However, one reason this approach may fail is
that the LP relaxation of model (2) can be
weak, especially when the values of the dij
parameters are large relative to the original arc lengths, cij . Roughly speaking, this
weakness arises because the LP solution’s
fractional values of x are such that the set of
attractive paths for the follower have equal
length. Valid inequalities have been proposed
to tighten the LP relaxation and we discuss
these further below.
Remarks.
1. Model (1) captures discrete interdiction
of arcs, but if we relax the binary constraints on x to 0 ≤ xij ≤ 1, (i, j) ∈ A,
then we allow continuous lengthening
of arc (i, j) from cij up to cij + dij as considered by Fulkerson and Harding [15]
and Golden [16]. In this case, we can
solve the desired interdiction model by
solving the LP relaxation of model (2).
2. Model (1) is a bilevel Stackelberg game
with the leader’s decision transparent
to the follower. An alternative that
instead captures secrecy is a Cournot
game in which the adversaries effectively announce their decisions simultaneously. In our setting, this leads
to a two-person zero-sum game involving so-called mixed strategies. Player II
(formerly the follower) places a probability distribution on an exponentially
large collection of s-t paths, and Player
I (formerly the leader) places a probability distribution on the exponentially
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large collection of feasible solutions of
X. See Washburn and Wood [17] for
such a model and Nehme [18] for a
hybrid model in which some of the
leader’s decisions are transparent to
the follower but others are concealed.
3. We assume above that the leader and
follower agree on the arc lengths. An
alternative is to model the two adversaries as having differing perceptions
of the arc lengths. Bayrak and Bailey
[19] study shortest-path network interdiction under such information asymmetries.
4. Exchanging the order of the decisions
in model (1) to form ‘‘miny maxx ’’ yields
the robust optimization model of Bertsimas and Sim [20], where the decisionmaker (the leader) first selects an st path under uncertain arc lengths.
Their model of uncertainty is adversarial, with nature (the follower) lengthening arcs in a worst-case manner, given
y’s s-t path and constrained by X. In
the interdiction model (1), the pathselection decision is made in a certain
environment. That said, model (1) can
provide insight regarding vulnerabilities in a system we operate by allowing a resource-constrained adversary
to optimally disrupt our system. Presumably, we seek to understand such
vulnerabilities so that we can harden
our system prior to the potential disruption.
5. The
 special case in which X = {x :
(i,j)∈A xij ≤ k} and dij is sufficiently
large for all (i, j) ∈ A, leads to a
cardinality-constrained shortest-path
interdiction problem in which interdiction of an arc effectively removes
it from the network. This problem is
known as the k-most-vital arcs problem
[21,22] and the associated decision
problem is strongly NP-complete
[23,24].
6. We assume that the leader knows the
follower will select a shortest s-t path.
If the leader is unsure how the follower
will behave, then model (1) is arguably
appropriately conservative, that is, it

plans for the worst case. If it is known,
for example, that the follower will select
a random s-t path, or traverse the network according to a Markov decision
process (MDP), then a different interdiction model may be in order, depending on the leader’s goal. We return
briefly to a random-walk model in the
next section. See Bailey et al. [25] for
interdiction of a follower who solves an
MDP.
7. Model (1) can be used to interdict
a follower who selects a maximumreliability s-t path in a network in
which each arc has some probability
of evading detection and a reduced
probability of evading detection when a
sensor is installed on the arc. We return
to this in greater detail in the section
titled ‘‘Interdicting a MaximumReliability Path: Known s-t Pair.’’
Algorithms
We can employ Benders’ decomposition [26]
to solve model (2). Here, we partition the
decision variables into binary variables, x,
and continuous variables, π . We can view
model (2) as
z∗ = max h(x),

(3)

x∈X

where
h(x) = max πt
π

s.t. πj − πi ≤ cij + dij xij , (i, j) ∈ A
πs = 0
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and where the first linear program, with optimal value h(x), is again dual to that defined
in model (4).
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The function h(·) is concave on the convex
hull of X. Benders’ decomposition iteratively
builds a piecewise-linear outer approximation of h(·) as follows. Let Y denote the
feasible region of model (4) and let y() ,  ∈ L,
denote all of Y’s extreme points, that is, each
y() denotes an s-t path that the follower can
select. Denote these paths P() ,  ∈ L, that is,
(i, j) ∈ P() if and only if y()
ij = 1. The so-called
full master program for Benders’ decomposition is then
z∗ = max θ
x,θ

 

cij + dij xij y()
ij ,

s.t. θ ≤

∈L

x ∈ X,

z∗ = max θ
s.t. θ ≤

z = max θ
x,θ

 

cij + dij xij ,

∈L

(i,j)∈P()

where the inequalities defining θ are known
as optimality cuts, or simply cuts. Equivalently, using our path notation, we can write
the full master program as
x,θ

In this way, the full master program (5) is
an ‘‘obviously correct’’ formulation that we
could have written down immediately following the problem description. (This is arguably
not the case for all applications of Benders’
decomposition.)
Of course, enumerating all s-t paths is
out of the question for all but the smallest of networks. Benders’ decomposition, also
known as the L-shaped method [27], iteratively updates a subset of paths L ⊂ L in a
relaxed master program

s.t. θ ≤

(i,j)∈A
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cij + dij xij ,

∈L

(i,j)∈P()

x ∈ X.

(5)

x ∈ X.

(6)

In particular, we solve the master program (6) to obtain an interdiction plan x and
an optimal value satisfying z ≥ z∗ . We then
solve the shortest-path problem (4) with
x = x to obtain a new path P with optimal
value h(x) ≤ z∗ . If z − h(x) is sufficiently
small, we terminate. Otherwise, we add P
to the collection of paths indexed by L and
repeat. This is formalized in Algorithm 1.

Algorithm 1. Benders’ decomposition algorithm for model (1).
Input: an instance of model (1), error tolerance  ≥ 0
Output: interdiction plan x with z∗ − h(x) ≤ 
find at least one s-t path; initialize L and program (6)’s set of cuts
z← 0
repeat
solve model (6) to obtain x̂ and z
solve model (4) with x = x̂ to obtain s-t path P and optimal value h(x̂)
update L and model (6)’s set of cuts with path P
if h(x̂) > z then
x ← x̂; z ← h(x̂)
end if
until (z − z ≤ )
return x and z = h(x)

Israeli and Wood [9] report that direct
application of Algorithm 1 is ineffective
in solving model (1). It is more effective
to simply apply a general purpose MIP
solver to formulation (2). We detail Benders’
decomposition for two reasons. First, Israeli
and Wood [9] report that a version of
Algorithm 1 is quite effective when enhanced

in a manner we describe shortly. Second,
in the stochastic case, even when Benders’
decomposition is not enhanced, it is more
effective than attempting to solve directly
the stochastic analog of model (2).
Solving the MIP master program (6)
at each iteration requires much more
computational effort than solving the
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shortest-path subproblem (4). Israeli and
Wood [9] find that enumerating all shortest
s-t paths when solving model (4) for a fixed
x, or even enumerating near-shortest paths,
and adding the associated collection of cuts
to model (6) improves performance.
We now turn to an idea that can be used
on its own or, better, to enhance Algorithm 1.
Suppose that P is a path associated with a
cut of model (6) and suppose
the lower bound
of Algorithm 1 satisfies z > (i,j)∈P cij . Then,
we may add a path-covering inequality


xij ≥ 1,

(7)

removal can be handled in our original formulation by selecting dij to be sufficiently
large, this can lead to very weak LP relaxations, and hence, we seek another approach.
Moreover, the assumption that interdiction
removes an arc is without loss of generality because an arc (i, j) can be replaced by
two arcs in parallel (albeit with appropriate
extensions of notation): one arc from i to j
has length cij , the second arc from i to j has
length cij + dij , and we disallow interdiction
of the latter arc through constraints x ∈ X.
We can partition L via L = L ∪ L∗ ∪ L,
where

(i,j)∈P

to the relaxed master program. The intuition behind inequality (7) is simple: The
leader has, in the course of the algorithm,
already forced the follower to a path with
length
z. If not interdicted, path P has length

(i,j)∈P cij < z. So, the leader must interdict
at least one arc on P, as enforced by inequality (7).
This idea can be pushed further. Suppose
that P is a path associated with a cut of
model (6) and suppose the lower
 bound
of Algorithm 1 satisfies z > (i,j)∈P cij +
max(i,j)∈P dij . Then, we may add


⎧
⎨
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⎩
⎧
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⎩
⎧
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⎩
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x ∈ X,

xij ≥ 1,

 ∈ L.

(9)

(i,j)∈P()

xij ≥ 2,

(8)

(i,j)∈P

and so on.
To simplify the discussion, we now assume
that (i) an interdicted arc is removed from the
network and (ii) there is an s-t path in the
residual network for all x ∈ X, that is, it is
impossible to disconnect s and t. While arc

An interdiction plan x satisfies system (9)
with L = L if and only if x solves model (1).
Moreover, system (9) with L = L ∪ L∗ is
infeasible. Of course, we do not know z∗
and hence cannot partition L a priori, but
we can do so algorithmically as detailed in
Algorithm 2.

Algorithm 2. Covering-based decomposition algorithm for model (1).
Input: an instance of model (1)
Output: optimal solution x∗ and optimal value z∗ to model (1)
L←∅
x̂ ← 0
z←0
repeat
solve model (4) with x = x̂ to obtain s-t path P and optimal value h(x̂)
update L and system (9)’s set of inequalities with path P
if h(x̂) > z then
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x ← x̂; z ← h(x̂)
end if
find x̂ satisfying system (9) or determine that system (9) is infeasible
until (system (9) is infeasible)
return x∗ = x and z∗ = z

An attractive aspect of Algorithm 2 is that
we repeatedly solve the ‘‘covering problem,’’
system (9), which tends to be much easier
to solve than the relaxed master program
(6) of Algorithm 1. On the other hand, Algorithm 2 tends to require more iterations than
Algorithm 1. Moreover, Algorithm 2 does not
have an upper bound that can be used to terminate with an -optimal solution. We note
that inequalities (7) and (8) are not standard
valid inequalities. Rather, they are guaranteed not to cut off all optimal solutions unless
one has already been found and are termed
supervalid inequalities [9]. While we do not
detail it here, Israeli and Wood [9] describe an
effective algorithm for solving model (1) that
combines the key ideas of Algorithms 1 and 2.
STOCHASTIC SHORTEST-PATH NETWORK
INTERDICTION
In this section, we generalize the deterministic interdiction model (1) to the stochastic
setting. The source-terminus pair and the arc
lengths that the follower faces are uncertain
to the leader. Let ξ = (c, d, s, t) denote these
uncertain elements, and let ω ∈  index a
finite set of realizations, ξ ω = (cω , dω , sω , tω ),
that are assumed known to the leader only
through a probability mass function, φ ω , ω ∈
. We assume that  is of modest size. The
timing of the decisions and realizations of
the uncertainty are as follows. First, the
leader interdicts some subset of arcs via
x ∈ X. Then, a source-terminus pair and arc
lengths are revealed, ξ ω = (cω , dω , sω , tω ). The
follower solves what is now a deterministic problem to select a shortest sω -tω path,
knowing the source, terminus, and the arc
lengths dictated by ω and x ∈ X.
We formalize this generalization by
extending model (3) to this stochastic setting
z∗ = max
x∈X


ω∈

φ ω h(x, ξ ω ),

(10)

where we have also extended the definition
of h(·) to

 
cωij + dωij xij yij
h(x, ξ ω ) = min
y

(i,j)∈A



s.t.

(i,j)∈FS(i)

⎧
⎨ 1
0
=
⎩
−1



yij −

yji

(j,i)∈RS(i)

i = sω
i ∈ N \ {sω , tω }
i = tω

(11)

yij ≥ 0, (i, j) ∈ A.
Parallel to our development above, we can
reformulate model (10) as a large-scale MIP,

φ ω πtωω
z∗ = max
x,π

ω∈

x∈X
(12)
πjω − πiω − dωij xij ≤ cωij ,
(i, j) ∈ A, ω ∈ 
πsωω = 0, ω ∈ ,

s.t.

and attempt to solve model (12) directly using
an MIP solver.
The same potential shortcomings that we
describe above apply to direct solution of
model (12) and so we extend Algorithm 1 to
the stochastic setting. The master program is

max
x,θ



φω θ ω

ω∈



cωij + dωij xij ,



s.t. θ ω ≤

(i,j)∈P(,ω)

 ∈ Lω ,

ω∈

(13)

x ∈ X.
Extending our notation from the previous
section, P(,ω) ,  ∈ Lω , denotes all of the sω -tω
paths, ω ∈ . If Lω = Lω , then model (13) is
the full master program that is equivalent to
model (10) with optimal value z∗ . If Lω ⊂ Lω ,
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ω ∈ , then model (13) has only a subset of
the cut constraints and is a relaxed master
program, whose optimal value we denote z.
Algorithm 3 iteratively grows the sets Lω

by alternately solving model (13) to obtain
x and solving the collection of shortestpath problems (11) indexed by ω ∈  with
x = x.

Algorithm 3. Benders’ decomposition algorithm for model (10).
Input: an instance of model (10), error tolerance  ≥ 0

Output: interdiction plan x with z∗ − ω∈ φ ω h(x, ξ ω ) ≤ 
for ω ∈  do
find at least one sω -tω path; initialize Lω and program (13)’s set of cuts
end for
z←0
repeat
solve model (13) to obtain x̂ and z
for ω ∈ 
solve model (11) with x = x̂ to obtain sω -tω path Pω and h(x̂, ξ ω )
update Lω and model (13)’s set of cuts with path Pω
end
 for
ξ ω ) > z then
if ω∈ φ ω h(x̂,
x ← x̂; z ← ω∈ φ ω h(x̂, ξ ω )
end if
until (z − z ≤ ) 
return x and z = ω∈ φ ω h(x, ξ ω )

Pan and Morton [28] report that Algorithm 3 outperforms direct application of an
MIP solver to a variant of model (12). This
contrasts with the situation in the deterministic setting because of the stochastic nature
of the problem. Specifically, when x is fixed
we can solve model (12) by solving || separate shortest-path problems. Consistent with
application of the decomposition algorithm to
the deterministic problem, Pan and Morton
[28] find that valid inequalities and generating multiple cuts (for each ω) at each iteration
can significantly improve the decomposition
algorithm’s performance. When we do not
employ the valid inequalities that we discuss
next, the linear-programming relaxation of
the master program can be weak, precluding
solution of all but the smallest of problem
instances.
For simplicity, we again assume that
interdiction of an arc amounts to effectively
removing that arc from the network, and
that there is an sω -tω path for all ω ∈ 
and x ∈ X. Let hω be the length of the path
associated with cut constraint  ∈ Lω in
master program (13) at some iteration of
Algorithm 3. Let T ω = {1 , 2 , . . . , k } ⊂ Lω ,

where these indices satisfy the ordering
min
hω = hω1 ≤ hω2 ≤ · · · ≤ hωk ≤ hωk+1 ≡ zω ,
ω 
∈L

(14)

where zω is an upper bound on the length of
follower ω’s shortest path under an optimal
interdiction plan. A step inequality is of the
following form
θ ω ≤ hω1 +

(hω2 − hω1 )vω1 + (hω3 − hω2 )vω2


+ · · · + (hω
− hω )vω
k+1
k
k



ω
ω ω
i ∈T ω (hi+1 −hi )vi

,


(15)

where
vω ≤



xij ,  ∈ T ω

(16a)

(i,j)∈P(,ω)

0 ≤ vω ≤ 1,  ∈ T ω .

(16b)

Consider path P(1 ,ω) , that is, follower ω’s
shortest path (among the paths in Lω ), which
has length hω1 . The idea of the step inequality
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is that if the leader fails to interdict at least
one arc on P(1 ,ω) then the follower’s path will
have length θ ω = hω1 . If at least one arc on
P(1 ,ω) is interdicted, then θ ω telescopes to hω ,
2
unless an arc on P(2 ,ω) is also interdicted, and
so on.
Given a solution to the LP relaxation
of model (13), we can efficiently identify
the most violated step inequality for each
ω ∈ . This amounts to finding the index
set T ω ⊂ Lω that minimizes the right-hand
side of inequality (15) with x, and hence
v via inequality (16a), fixed. This can be
accomplished by solving a separation problem involving a shortest-path problem on
an acyclic network whose nodes correspond
to elements of Lω [28]. Addition of the step
inequalities can dramatically tighten the
LP relaxation of model (13) and reduce
the running time of Algorithm 3 [28].
Step inequalities still apply when we relax
the assumption that an interdicted arc is
removed from the network. In this case, we
must replace the index set, P(,ω) , on the
right-hand side of inequality (16a) with the
set of uninterdicted arcs on P(,ω) .
Remarks.
1. That (sω , tω ), ω ∈ , is assumed to
follow a probability distribution is an
important modeling choice. It contrasts
sharply with the way we model the follower selecting a path in the network.
Instead of the worst-case path-selection
model that we consider, the follower
could instead take a random walk
from source to terminus [29,30]. So, we
can conceive four different interdiction
models based on whether the follower
selects a source-terminus pair and a
path, respectively, in a worst-case or
random manner.
2. Randomness in dij can model uncertainty in the leader’s ability to lengthen
arc (i, j). For example, dij can be a
binary random variable in which an
interdiction can fail, and dij takes
value zero, or succeed, and dij takes
some lengthening value. Such models
of stochastic binary effectiveness of
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interdiction attempts in maximum-flow
interdiction have also been developed
[12,13].
3. Algorithm 3 is a multicut version of
Benders’ decomposition. A single-cut
variant, in which cuts are aggregated
across ω ∈ , has a smaller master
program with fewer cut constraints
and fewer decision variables. But, the
single-cut algorithm typically requires
more iterations than its multicut
counterpart. For more on multicut and
single-cut algorithms, see Birge and
Louveaux [31].
4. In implementing Algorithm 3, when we
update Lω and program (13)’s set of
cuts, we should ensure that we do not
add a redundant cut. In general, this
can be done by seeing whether the current pair (x, θ ω ) obtained when solving
model (13), is ‘‘cut off,’’ that is, violates,
the proposed cut. However, in the current setting, it is perhaps preferable to
simply ensure that the associated path
Pω is indeed new.
5. The path-covering inequalities (7) used
in the deterministic case differ from
the step inequalities (15) and (16) we
describe here. That said, both share
the key idea of conditioning on whether
at least one arc on an attractive path
for the follower is interdicted and
are related to the star inequalities of
Atamtürk et al. [32].
INTERDICTING A MAXIMUM-RELIABILITY
PATH: KNOWN s -t PAIR
Suppose the follower seeks an s-t path in
G that maximizes the probability of evading
detection. If the follower traverses arc (i, j) ∈
A, the probability of evading detection on
that arc, by the leader’s indigenous sensing
capability, is pij . The leader can augment
the indigenous capability by interdicting that
arc, that is, installing a sensor on (i, j) ∈ A,
and reducing the evasion probability to qij ,
where 0 < qij < pij ≤ 1. Assuming detection
events on distinct arcs in the network are
mutually independent, and that the leader’s
sensors are transparent to the follower, we
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can formulate this interdiction model as
 
⎡
⎤
pij (1−xij ) + qij xij
max
⎦ . (17)
min ⎣ P
(i,j)∈P
x∈X
s.t. P is an s-t path
The notation in model (17) is identical to
that developed above with the addition of the
evasion probabilities pij and qij just introduced and the fact that the inner maximization over P is over all s-t paths. Carrying out
a standard logarithmic transformation [33]
we obtain the following objective function:
⎞
⎛
 

pij (1 − xij ) + qij xij ⎠
ln ⎝
(i,j)∈P

=





ln pij (1 − xij ) + qij xij

(i,j)∈P

=

 

ln(pij )(1 − xij ) + ln(qij )xij



(i,j)∈P

=

 


ln(pij ) + ln(qij /pij )xij ,

(i,j)∈P

where the second inequality holds only
because xij is binary.
So, model (17) is equivalent to
 
 ⎤
⎡
max
ln(pij ) + ln(qij /pij )xij yij
y
⎥
⎢
(i,j)∈A
⎥
⎢


⎥
⎢ s.t.
yij −
yji
⎥
⎢
⎥
⎢
(i,j)∈FS(i)
(j,i)∈RS(i)
⎥
⎢
⎧
⎥.
min ⎢
1
i
=
s
⎨
⎥
x∈X ⎢
⎥
⎢
0 i ∈ N \ {s, t}
=
⎥
⎢
⎩
⎥
⎢
−1 i = t
⎥
⎢
⎦
⎣
yij ≥ 0, (i, j) ∈ A
(18)
Model (18), in turn, is equivalent to model
(1), with maxx miny , where cij = − ln(pij ) and
dij = − ln(qij /pij ).
INTERDICTING A MAXIMUM-RELIABILITY
PATH: STOCHASTIC s -t PAIR
The previous section shows that interdicting
a maximum-reliability path with a known
s-t pair can be captured by our deterministic
shortest-path interdiction model (1). It

is natural to then hope that interdicting
a maximum-reliability path, where s-t is
uncertain but governed by a known probability mass function, can be captured by our
stochastic shortest-path interdiction model
(1). Unfortunately, as we see shortly, another
modeling approach is required in the case of
a stochastic s-t pair.
Analogous to our development in the
section titled ‘‘Stochastic Shortest-Path
Network Interdiction,’’ let ξ = (p, q, s, t)
denote the uncertain elements and let
ω ∈  index a finite set of realizations,
ξ ω = (pω , qω , sω , tω ), known to the leader only
through a probability mass function, φ ω ,
ω ∈ . First, the leader installs sensors on
a subset of arcs via x ∈ X. Then, a sourceterminus pair and evasion probabilities are
revealed, ξ ω = (pω , qω , sω , tω ). The follower
solves what is now a deterministic problem to
select an sω -tω path with maximum evasion
probability, knowing the source, terminus,
and per-arc evasion probabilities as dictated
by ω and by the locations of the sensors, x.
We formulate this generalization as
min
x∈X



φ ω h(x, ξ ω ),

where we now define

h(x, ξ ω ) = max
P

(19)

ω∈

pωij (1 − xij ) + qωij xij

!

(i,j)∈P

s.t. P is an sω -tω path.

(20)

Here, h(x, ξ ω ) is the follower’s conditional
evasion probability, conditioned on ξ ω .
Hence, the objective function in model (19) is
the (unconditional) probability the follower
evades detection, and that is what the leader
minimizes.
When || = 1 we know that model (19)
is equivalent to model (1) via the logarithmic transformation described in the previous section. Unfortunately, this fails when
|| > 1. In other words, we cannot replace
model (20) with the inner maximization in
model (18), at least when trying to solve
model (19). In short, the reason is that for
positive functions, while min

 x f (x) is equivalent to minx ln(f (x)), minx f1 (x) + f2 (x) is not
equivalent to minx ln(f1 (x)) + ln(f2 (x)) .
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The following model is equivalent to
model (19):


min
x∈X



φ ω exp ln(h(x, ξ ω )) .

(21)

ω∈

And, h(x, ξ ω ) can be represented by a shortest(or rather longest-) path formulation, as in
the inner maximization in model (18), or via
its dual. Using the latter, the following is
the analog of model (12) for interdicting a
stochastic maximum-reliability path
z∗ =

min
x,π



ω

φ ω eπtω

ω∈

x∈X
(22)
πjω − πiω − ln(qωij /pωij )xij
≥ ln(pωij ), (i, j) ∈ A, ω ∈ 
ω
πsω = 0, ω ∈ .

s.t.

Model (22) is a nonlinear MIP. Its continuous
relaxation is a convex nonlinear program,
and so it may be computationally tractable.
Still, we much prefer a linear MIP, and so we
pursue another approach.
In a generalized network-flow model, flow
on an arc can experience a gain or loss. If an
arc’s gain factor is 0.9 and 0.8 units of flow
are initiated at that arc’s tail, then 0.72 units
depart its head. The following recasting of
h(·), as defined in model (20), uses this idea:

(23a)





yij + zij = 1

(23b)

(i,j)∈FS(sω )


 
pωji yji + qωji zji = 0,
(yij + zij−
)



(i,j)∈FS(i)

(j,i)∈RS(i)

i ∈ N \ {s , t }
ω

ytω −

Theorem 1. Suppose the following linear
program has a finite optimal solution:
y

= max ytω
s.t.

We view each arc that can receive a sensor
as two arcs in parallel, and if xij = 1 then
flow may occur only on the ‘‘sensor’’ arc via
zij , and otherwise only on the ‘‘no sensor’’
arc via yij . Flow on arc (i, j) is multiplied by
that arc’s gain factor, either pωij or qωij . Constraint (23b) forces one unit of flow out of sω ,
flow is conserved at all intermediate nodes in
constraint (23c), and constraint (23d) defines
the flow that reaches tω as ytω . That value
is maximized in the objective function (23a).
Flow occurs on the appropriate arc due to the
leader’s decision variable xij in constraints
(23e) and (23f). We note that the upper bound
in the latter constraint can be dropped since
pωij > qωij .
Model (19) with h defined in model (23)
now has a linear subproblem but is in
min–max form. We have dealt with this
in the sections above by taking the dual
of the inner linear program. Attempting
to do so here leads to a new complication.
Namely, the resulting model is not a linear
MIP because dual variables on constraint
(23e) multiply xij . The latter variables are
binary and hence these nonlinear terms can
be linearized [6]. That said, we view what
follows as a more attractive approach, rooted
in an exact-penalty result [34, Lemma 2]:

h(x) = max fy

h(x, ξ ω )
y,z
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ω





pωji yji

+ qωji zji



(23c)

s.t. Dy ≤ d

(24)

0 ≤ y ≤ U(e − x) : π (x).
Here, e is the vector of all ones, U = diag(u),
where u = (u1 , . . . , un ), and the domain of h
is X = {x : Rx ≤ r, x ∈ {0, 1}n }. Assume π satisfies π ≥ π ∗ (x), for all x ∈ X, where π ∗ (x) is
an optimal dual (sub)vector to model (24). Let
= diag(π ) and consider
h(x) = max (f − xT )y

=0

y

(j,i)∈RS(tω )

(23d)
0 ≤ yij ≤ 1 − xij ,

(i, j) ∈ A

(23e)

0 ≤ zij ≤ xij ,

(i, j) ∈ A.

(23f )

s.t. Dy ≤ d
0 ≤ y ≤ u.
Then h(x) = h(x) for x ∈ X.
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Using Theorem 1, and the fact that pωij −
∈ A, provides an upper bound on optimal dual prices for constraint (23e), we can
rewrite h(·) from model (23) as follows, with
the understanding that x is restricted to X:

qωij , (i, j)

h(x, ξ ω )



= max ytω −
y,z

(i,j)∈A



s.t.

(pωij − qωij )xij yij




yij + zij = 1

(i,j)∈FS(sω )



(yij + zij )

(i,j)∈FS(i)



−

(pωji yji + qωji zji )

(j,i)∈RS(i)

= 0,
ytω −

i ∈ N \ {sω , tω }

 
pωji yji + qωji zji = 0

(j,i)∈RS(tω )

yij ≥ 0, zij ≥ 0,

(i, j) ∈ A.

(25)

The constraints of model (25) differ from
those of model (23) only in that the simple
upper bounds in constraints (23e) and (23f)
have been removed. Removal of the latter
is discussed above. Removal of the former
simple bound allows the follower to traverse
a ‘‘no sensor’’ arc (yij ) even if the leader
installs a sensor on (i, j) via xij = 1. However, the follower has a new penalty in the
objective function of model (25) that is sufficiently large so that there is no incentive to
do so. Theorem 1 ensures that the two formulations are equivalent. The advantage of the
reformulation (25) is that we can now follow
the three-step process we have successfully
employed before, that is, (i) fix x ∈ X, (ii) take
the dual of the inner LP, and (iii) release x.
Doing so leads to the following linear MIP:
min
x,π

s.t.



φ ω πsωω

ω∈

x∈X

πiω − pωij πjω + (pωij − qωij )xij ≥ 0,
(i, j) ∈ A, ω ∈ 
πiω − qωij πjω ≥ 0,
πtω = 1,

(26)

(i, j) ∈ A, ω ∈ 
ω ∈ .

The dual variables, πi , in our shortestpath formulation (2) had the interpretation
of being the length of the shortest s-i path. In
model (26), the dual variables instead represent the conditional evasion probability given
that the follower has successfully reached
node i without being detected. If xij = 1 then
pωij − qωij is sufficiently large so that the first of
the paired constraints in model (26) defining
πiω is vacuous.
While it required a bit more effort than
the development in the previous sections,
we have achieved a large-scale MIP formulation for interdicting a maximum-reliability
path when the follower’s s-t pair is uncertain.
We could go on to describe a decomposition algorithm for model (26) and to develop
step inequalities for that formulation. Such
a development largely parallels that of the
section titled ‘‘Stochastic Shortest-Path Network Interdiction.’’ We do not detail it here,
and instead refer the reader to Pan and
Morton [28].
Remarks.
1. We could use ideas behind Kelley’s
cutting-plane method [35], which is
closely related to Benders’ decomposition and the L-shaped method, to
construct a decomposition algorithm
for the nonlinear MIP of model(22), in
which the master program is a linear
MIP and there are || shortest-path
subproblems. However, the linear MIP
of model (26) can also be decomposed
using Benders’ decomposition, and its
master program is at least as strong.
2. Often it may be more natural to place
a sensor on a node, for example, at
a security checkpoint, rather than on
an arc. While alternatives are possible,
this can be captured in our arc-based
formulation by using a standard transformation that splits the node into two
nodes and adds an arc to represent
travel through the physical node.
3. Theorem 1 says that h(x) = h(x). Yet,
we know h(·) is concave and h(·) is convex on the convex hull of X. (In general,
neither function is linear.) This apparent contradiction is resolved by noting
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that Theorem 1 only ensures equality
of h and h at binary values of x permitted by x ∈ X. The functions can differ
at fractional points in the convex hull
of X.
4. Pushing the previous remark further,
model (19), with h(·) defined in model
(23), involves minimization of a function that is concave on the convex hull
of X. Such a function is not amenable
to an outer-linearization decomposition
algorithm. In contrast, model (19), with
h(·) defined in model (25) involves minimization of a convex function on X’s
convex hull, and this model lends itself
to Benders’ decomposition. This observation is consistent with the fact that
we could directly reformulate the latter
model into a single large-scale linear
MIP.
5. Obtaining tight ‘‘big M’’ values in an
integer program is key to avoiding
a loose LP relaxation and hence key
to computational tractability. The
value pωij − qωij in model (26) represents
such a value, and it can be tightened
to ψjω (pωij − qωij ), where ψjω denotes
an upper bound on the value of
maximum-reliability path from j to
tω . We can compute such a bound by
finding all maximum-reliability paths
for the system in which no sensors
are installed. It is possible to further
tighten ψjω , for example, at certain
nodes in the branch-and-bound tree
where some xij values have been fixed
to one.
SUMMARY
We have described interdiction of shortestpath, and maximum-reliability-path, networks both with deterministic and stochastic
source-terminus pairs. Duality plays a key
role in reformulating a nested max–min
(or, min–max) model as a nonnested MIP,
at least when the leader’s decision variables parameterize the objective function
coefficients of the follower’s model. When
the leader’s decision variables instead affect
the right-hand side of the follower’s linear
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program, we made use of an exact-penalty
result, along with duality, to construct an
optimization model appropriate for solution
by a standard MIP solver. The resulting
MIP can have a weak linear-programming
relaxation, and so we employed Benders’ decomposition, coupled with valid
inequalities, to allow solution of large-scale
instances.
We have pointed to a number of variants
of our interdiction model. A robust optimization model arises when we exchange the
order of the optimization operators in our
initial max–min model. Our model is a bilevel
Stackelberg game in which the leader’s decisions are transparent to the follower. When
instead the leader’s decisions are concealed,
a two-person zero-sum Cournot game arises.
We assume that the source-terminus pair is
governed by a known probability mass function, but we could instead have an adversarial
formulation for this model primitive. Similarly, we assume that the follower optimizes
to select a worst-case path (from the leader’s
perspective), but we could have assumed
instead that the follower takes a random
walk from the source to terminus. Another
model variant we pointed to represents information asymmetries between the leader and
follower regarding arc lengths. Still further
model variants were not touched on in this
article. For example, the leader may need
to prioritize, that is, rank-order, interdiction
decisions because of budget uncertainty or
because the leader’s activities are deployed
over time [18,36,37].
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